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SCHOOL POLICY ON THE MISUSE OF MODERN 

TECHNOLOGY 

 
This policy covers the use and misuse of mobile phones, the internet and other media, some of 

which could be used for what is now commonly known as “cyber bullying”.   

 

Cyber bullying includes but is not restricted to the misuse of the following to cause alarm or 

distress to another:- 

 

 Text messages. 

 Pictures or video clips. 

 Mobile phone calls. 

 E-mails. 

 Chat rooms. 

 File sharing (e.g. using Bluetooth). 

 Websites. 

 Social networking sites. 

 

The school expects:- 

 

 That pupils should respect others in the school community and not deliberately mistreat 

them. 

 That pupils use their own and the school’s technology responsibly and take 

responsibility for their own and others safety when using it. 

 That appropriate steps are taken to prevent pupils from using school systems to access, 

view or send inappropriate material to others. 

 That use of the internet and e-mail at school is monitored appropriately by staff. 

 That parents observe and support the policy by encouraging their children to adhere to 

it; 

 That staff with information technology expertise contribute to reviewing the policy 

whenever developments in technology make such a review desirable. 

 

The school expects pupils to:- 

 

 Alert staff to any problems they may be encountering as a result of the misuse of modern 

technology where such misuse has happened in school time or where school 

information technology equipment has been inappropriately used. 

 Provide any inappropriate materials sent to them (including text messages, photos or 

video clips on phones or e-mails sent via computer), in order that these may be used by 

the school or in the event of an incident originating outside school in a complaint to the 

police.  

 Not bring mobile phones to school.  If there are family circumstances on a given day 

that make a mobile phone essential (family illness, possible rearrangement of after 

school extra-curricular activities etc.), then a phone may be brought to school and left 

in reception provided it is clearly identifiable as belonging to a named pupil. The school 

will take all reasonable steps to keep the ‘phone safe, but offers no guarantee of its 

safety. 
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 Report to a member of staff any accidental visiting of inappropriate websites or viewing 

of inappropriate material either in school time or using school equipment. 

 Not share their user name or password for accessing school systems with any other 

person. 

 Not share any personal information whilst on line using school equipment. 

 

The school does not permit unauthorised possession of mobile phones on school premises or 

in school time (see above).  Pupils who are sitting external exams and who are found in 

possession of mobile phones whether the phone is on or off, may be disqualified from that 

examination in accordance with the rules of the Examination Board.  If a pupil in Years 7 to 

11 is found in possession of a mobile phone, staff are authorised to confiscate the phone and to 

keep it  until no later than the end of the Friday afternoon following the day on which it was 

confiscated.  Pupils who use a mobile phone in class are liable to face further punishment at 

the discretion of the member of staff concerned according to the circumstances of the incident.  

Any pupil who refuses to hand over a mobile phone to a member of staff should be treated in 

accordance with the school’s pupil behaviour policy (provoking a confrontation by refusing a 

reasonable instruction of a member of staff) and is likely to face exclusion as a consequence.  

Repeated misuse of mobile phones and repeated confiscation may lead to the phone being 

passed to the Headteacher who will only return it to the parent upon the parent presenting him 

or herself at school and formally requesting its return. 

 

VI Form students may be allowed to bring mobile phones to school at the discretion of the 

Director of VI Form Studies but phones should not be taken into lessons whilst switched on or 

used in any way in class or used openly in the corridors and the yard where such use may be 

seen by younger pupils.  Breaches of the above are likely to result in VI form students being 

subject to the rules applied to pupils in Years 7 to 11. 

 

The school acknowledges that pupils make extensive use of mobile phones outside of school 

and will usually not need to exercise jurisdiction over their use or take action as a consequence 

of their misuse having an impact on the school. Pupils should be aware that they are less likely 

to encounter problems arising from the use of mobile phones if they observe the following 

guidance, which is that they should: 

 

 Not share their telephone numbers or the ‘phone numbers of others irresponsibly or 

with people outside their immediate circle of friends. 

 Not respond to inappropriate messages etc. in a manner that could make the situation 

worse. 

 Be courteous when sending any messages to others. 

 

Staff should be aware that if they decide to bring a mobile phone onto the school site then it is 

entirely their decision to do so, and the school does not take responsibility for its safety during 

this time. Such phones should be set so as not to interfere with staff briefing or meetings, 

teaching lessons or supervising pupils or during meetings or professional development 

activities where they are held on or off the site.  The exceptions to the above are:- 

 

 Staff who are undertaking break or lunch duty who may wish to use their mobile phone 

to contact colleagues or the school office in the event of an emergency or a situation in 

which they require support. 
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 P.E. staff who may need to contact colleagues, the school office or in a medical 

emergency, an ambulance in the event of a pupil being injured or some other 

emergency. 

 Members of the Senior Management Team whom staff may need to contact in the 

eventuality that they need support or guidance in an emergency situation. 

 Caretakers or other site staff at the school who may need to be on call to deal with 

problems or maintenance issues. 

 Any other member of staff whom the Headteacher deems in a given set of 

circumstances needs to use a mobile phone in order to carry out his or her professional 

duties at the school. 

 

Staff are at liberty to use mobile phones during break time, lunch time or any other time where 

they are not in charge of pupils or undertaking professional duties with colleagues.   

 

Staff should not use a mobile phone whilst driving in the course of their duties (e.g. travelling 

from the school site to a professional development activity venue or while driving to a work 

experience placement visit) unless they have suitable hands free equipment which meets all 

current motoring legislation.  Mobile phones should not be used by staff whilst driving with 

pupils as passengers even with hands free equipment. 

 
Members of the Senior Management Team and designated pastoral staff (Pupil Support Managers, Year 

Team Leaders, Deputy Year Team Leaders and Senior Pupil Support Officers) may use school cameras 

or camera phones registered to the school for the purpose of collecting evidence when investigating 

incidents of misconduct, for example, to record injuries or the scene of an incident. Photographs may 

be taken of pupils in such circumstances. The above staff may use their own personal phones in the 

following circumstances: 

 where a school camera or phone is unavailable and a delay may be prejudicial to the interests 

of a pupil or pupils or a member of staff, 

 a contemporaneous record of an incident is possible but the opportunity would be lost if there 

were a delay (see above); 

 the images are immediately shown to a member of SMT; 

 the images are transferred to equipment registered to the school; 

 the images on the member of staff’s phone are deleted as soon as possible in the presence of a 

member of SMT;  

 if the images are stored, they must be stored on a designated school system which is password 

protected. 

 

Pupils are expected to have regard to the following when using the internet:- 

 

 Any rules or expectations outlined previously in this policy. 

 Appropriate moral standards. 

 Any instructions given to them by a member of staff during a lesson in which the 

internet is being used. 

 The need to log out when any session is concluded. 

 The possibility that the school system is being used to monitor their use of the internet 

and the site. 

 

Pupils should also be aware of the following rules relating to other items of modern 

technology:- 
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 Ipods, MPS3 players etc. or any other form of portable musical device are not to be 

brought to school. 

 Pupils found in possession of such items are likely to have them confiscated in 

accordance with the school’s procedures relating to mobile phones.   

 The Director of VI Form Studies may use his discretion to allow VI formers to bring 

portable music playing equipment into school.  The same rules that apply to VI formers’ 

use of mobile phones (see above) will be applied in such cases. 

 Pupils should not bring cameras or any other video or audio recording equipment into 

school unless it is for a specific school project and prior permission has been sought 

from a member of staff. 

 No pupil should photograph or record (either video or via sound recording) any pupil 

or member of staff. 

 Any pupil found in possession of a camera or other video or audio recording equipment 

is liable to have the equipment confiscated in line with the school’s procedures on the 

use mobile phones (see above).  Where the school has reasonable grounds for believing 

that a pupil intended using an image, video or a sound recording of a member of staff 

in such a manner that would damage either the reputation of that member of staff or of 

the school, the pupil is liable to be excluded for either a fixed term or permanently 

depending on the seriousness of the incident. 

 Any pupil who records an incident or activity in school and who uses it or circulates it 

in such a way that it damages the reputation of or causes distress to any pupil (whether 

the one or ones who were recorded or others) or uses the said recordings in such a way 

that the reputation of the school is damaged is also likely to be excluded either 

temporarily or permanently depending on the seriousness of the incident and its 

circumstances. 

 The school reserves the right to refer cases to the police where appropriate, and may do 

so in the event of a pupil being unco-operative and refusing to reveal the contents of 

any information transmitted or received. 

 Pupils who use social networking sites or chat rooms to circulate any comments, images 

or other material about staff of the school without their express permission, and/or in 

such a way that damages their or the school’s reputation will be excluded from school 

either for a fixed period or permanently according to the seriousness of the incident and 

its circumstances. 

 Any pupil who uses a social networking site or chat room in a manner that could 

constitute cyber bullying (even if outside school or school hours where it is clear that 

this cyber bullying has arisen as a result of an incident in school) may be subject to the 

disciplinary procedures at the school. 

 Staff should not use social networking sites in a manner that may adversely affect their 

professional standing in the school.  In particular they should not: 

o Accept pupils as friends on social networking sites. 

o Use such sites to communicate with pupils. 

o Use a low level of security on such sites that might enable pupils to view any 

images or information they have placed upon them. 

o Make any comment that may be deemed to be derogatory in relation to the 

school, pupils or colleagues. 

o Accept parents of pupils at the school as friends on such sites without exercising 

appropriate professional judgement as to the nature of any material exchanged 

with or made available to them. 
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 Place any material on a social networking site which portrays them in a manner that 

might later cause them embarrassment, particularly if such material could be accessed 

by pupils, parents or other persons connected with the school and where this could 

undermine their professional standing. 

 Use school systems or equipment for accessing social networking sites or for any other 

personal use while teaching or supervising pupils. 

 Staff should be aware of and have due regard for the GTCW code of professional 

conduct in relation to the use of technology 

 

 

Adopted by Resolution of the Governing Body 31 March, 2010. Revised 13 

March, 2013. 
 

 


